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gﬂﬁ 1 : “Balanced Scorecard"
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IT Balanced Scorecard (IT BSC)

Corporate Contribution
Ensuring effective IT governance
* Align IT with business objectives.
’ * Deliver value.
* Manage costs.
« Manage risks.
Customer « Achieve intercompany synergies. Future
Orientation A Orientation
Measuring up to business expectations : Building the foundation for future delivery
Service Provider : and continuous learning and growth
—_ - « Attract and retain people with key
« Demonstrate competitive costs. competencies.
 Deliver good service. * Focus on professional learning and
Strategic Contributor ; development
— e Information [=ssssses ent.
« Achieve positive impact on business = Build a climate of empowerment and
processes. responsibility.
» Enable achievement of business « Measure/reward individual and team
strategies. " performance.
: + Capture knowledge to improve performance
Operational Excellence h 4
Performing the IT functions with increasing credibility and impact
Operational Excellence Business Partnership
« Mature internal IT processes. « Deliver successiul IT projects.
« Manage operational service « Support technology users.
performance. « Plan and manage IT service delivery.
* Achieve economies of scale. * Understand business unit strategies.
+Build standard, reliable technology Technology Leadership
platforms. . « Understand business unit strategies.
* Deliver successful IT projects. « Propose and validate enabling solutions.
« Understand emerging technologies.
» Develop enterprise architecture.

3‘1Jﬁ 2 : “IT Balanced Scorecard”
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CobiT 4.1 Framework

aa J

faslugaes aan. a1fud 56 Aszsudeumpien — iguiou 2553) Tasnayiand 01062553



4/26

LINKING BUSINESS GOALS TO IT GOALS GoerT Information Criteria

Wi,

1 | Provide a good return on investment of M-enabled business investments, | 24
Financial | 2 | \anage Melated business risk. 2 | 14|17 18|19 20 21|22 v v | v
Perspective il
3 | Improve corporate governance and transparency. 2|18 v
4 | Improve customer orientation and service. 3 23 v
5 | Offer compatitive preducts and services. 5|24 v |V
Customer 6 | Establish service continuity and availability. 10 | 16 |22 | 23 v v
Perspective | 7 | Create agility in responding to changing business requirements. 11525 v v
8 | Achieve cost optimisation of service delivery, 78 [10]24 v
9 | Obtain reliable and useful information for strategic decision making. 2 4|12 20|26 v v v
10 | Improve and maintain business process functionality. [ 711 v v
11 | Lower process costs, 7|8 |13 15| 24 v
imma_! 12 | Provide compliance with external laws, regulations and contracts. 2 19 (20 21 | 22 | 26 | 27 v v
Perspective | 13 | provide compliance with internal policies, 2 |13 v v
14 | Manage business change. 1 516 | 1128 v v
15 | Improve and maintain operational and staff productivity. T 8 |11 |13 v vV
Learning and | 16 | Manage product and business innavation, 5| 25|28 v v
Growth
Perspective |17 | Acquire and maintain skilled and motivated people. 9 v | v
]
ziJ A 113 K s s 2
3UN 3 : “Linking Business Goals to IT Goals
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CoelT Information Criteria

LINKING IT GOALS TO IT PROCESSES

.. 1ty

1 |Respond fo business requirsments in alignment with the businsss strategy. PO1| PO2 [PO4 |PO10] Al | AlG | AI7 | DS1| D53 | ME

2 |Respond to governance requirements in line with hoard direction, PO1| PO4 PO10| MET | ME4 PP

3 |Ensure satistaction of end users with service otfarings and sarvice levels. POB| Al4 [DS1 | DS2 | DS7| 0SB |DS10|DS13 PP §|§

4 |Optimise the use of information, PO2(DS11 S P 8

5 |Create IT agility. PO2| PO4 [POT | AI3 plP §

6 |Define how business functional and cantrol requirements are transfated into effective and efficient automated solutions, | AN | Al2 | A6 PP 8

7 |Acquire and maintain integrated and standardised application systems, PO3| A2 | Ala PP §

8 |Acquire and maintain an integrated and standardised IT infrastructure, AR | A5 5P

9 |Acquire and maintain IT skills that respond 1o the IT strategy, PO7| AlS PP

10|Ensure mutual satisfaction of third-party relationships. DS2| P|P S|S|S 5|8

11 [Ensure seamless integration of applications into business processes. PO2| Al4 | AI7 PP S8

12|Ensure transparency and understanding of IT cost, benefits, strateoy, policies and service lavels. PDS5| P0G [DST | DS2 | D36 |MET | ME4 PP S |5

13|Ensure proper use and performance of the applications and technology solutions. POB| Al4 | AI7 | DST | D58 PS5

14| Account for and protect all IT assets. PDY| D85 | DS [D512| ME2 S|S|P|P|P|S|S

15| Optimise the IT infrastructure, resources and capabilities. FD3| Al3 [DS2 | DS7 | DS S|P

16|Reduce solution and service delivery defects and rework. FO8B| Al4 | A6 | Al7 |DS10) PP |8

17|Protect the achievement of IT objectives, PO9|DS10|ME2 PP |S|S|S|S|S

18 |Establish clarity on the business impact of risks to IT objsctives and resources. PO9) S|s | P|P|P|S]S

19|Ensure that eritical and confidential information is withheld from those who should not have aceess to i, POB| DS [DS11|D§12 PIP S| 8|S

20 Ensure that Dusingss fransactions and i can be frusted. FOB| AI7 [DSE P P1S|S

21 |Ensure that [T services and infrastructure can properly resist and recover from failures due to error, delfiberate attack or disaster.| POB| Al7 | DS4 | DS5 |DS12|0S13| ME2 PlS S|P

22 |Ensure minimum busingss impact in the event of an IT service disruption or change. FO6| AlG [DS4 [0812 K] §|P

23| Make sure that IT services are available as required, D33| 0S4 |DSE [0813 PP I P

24|Improve IT's cost=sfficiency and its contribution to husiness profitability. PO5| D86 S|P 5

25| Deliver projects on time and on budget, meeting quality standards, F0B|PO10 PP 8 S
n the integrity of infarmation and processing infrastructure, AlG [ DS5 PP IR §

27 Ensure IT compliance with faws, regulations and contracts, D811 MEZ | ME3 | ME4 s|s ]

28 |Ensure that IT cost=gfficiant service quality, continuous improvement and readiness for future change, PO5| DS6 |MET | ME4 PP | P

gﬂﬁ 4 : “Linking IT Goals to IT Processes”
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tamimniesnnmuinnaluladiarsaunain]iluesfns (71T Challenges)

7 IT Challenges

Keeping IT Running

Value

Mastering Complexity

Aligning IT With Business

Regulatory Compliance

Security

gﬂﬁ 5:“7 IT Challenges”
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1. “Keeping IT Running”
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“Value”
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Nga 59091 “Maximizing Shareholder Value” Maunams/asuuaauilumsInanudidgynug
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{ [ 4 ZIJ { 1 [}
NEITDINVDIANTNINUANTINI “Stakeholder Value” 193 “Customer Value” 1az “Employee

o Y 9 o a Y a o J
Value” ﬁ'ﬁ]ﬂ’li‘ﬂ’liﬁﬁﬂﬂ’ll!ag‘W‘L!ﬂ\°|’lulﬂ@1ﬂ'3'lll’(,:f"]]1uﬂ’lﬁclﬁlﬁJﬁﬂ’lﬁl!agﬂ'lﬁ‘]/l'l\ﬂusl,u@\iﬂﬂi
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VUZIAEINUNABITUARYO UADFIANAIUTINANLUIAA “Corporate social responsibility” W30

{ 9 a kS Y
“CSR” MIIFINOUA MWLUIAA “IT Governance” 11U Stakeholder Wero1szinn Iaun “Internal

Stakeholder” ((g];iﬂﬁ 5) uag “External Stakeholder” (93 1/7 6)

IT Governance Stakeholders

Internal Stakeholders and Their Concerns

Board, Executive, and

ITManager Business Manager
How do we deliver IT services, How do we define business
as required by the business direction for IT, deliver value, and
and directed by the board? manage risks?

IT Auditor

How do we provide
independent
assurance

of IT value delivery
and risk mitigation?

policies, regulations, and
laws are complied with and
new risks identified?

Risk and Compliance i
Manager
How do we ensure that J

gﬂﬁ 6 : Internal Stakeholders and Their Concerns
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IT Governance Stakeholders

External Stakeholders and Their Concerns

External Auditor Customers

| need to know whether or | heed vou to keeb m
not the automated banking Y p my

reconciliation system waorks banking details secure on
in order to clear the audit. External your computer system.
Stakeholders
(]

Regulators —* W‘ "‘: A‘i‘ Suppliers
— Ay —
How can we be N * = = Dowe have

assured that the Organlzatlon assurance that

organization has a confidential

business continuity information about our

plan? If it does not, company is not sent
regulators may retract to our competitors?

the banking license.

gﬂﬁ 7 : External Stakeholders and Their Concerns
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“Cost,,
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(4 ' o Y J £y a A Aa a @
ﬂ1ﬂﬁmuﬁ1@ﬂﬂa'l’J“I/Iﬂ‘H@\?ﬂﬂﬁﬂﬂx‘lﬂﬁiJ “NITVIUNIT” 1190 “Process” NH Gluﬂ']ﬁﬂﬁﬁﬁfﬂﬂﬂ'li

' Y

1 o gl,z a A

aldnemedumaluladensawmaliaou Tandluyuuesisdilse@nnm (efficiency) tay
a A [ J [ [ v o I

Uszdniwa (effective) TuNauReInt AaoaILeIAnsAIsinstaNMIMIUMISNBIANUTUNUTH

[

AN Vendor #30 Supplier Ry (Supplier Management)

IT Honeymoon Period IT Reality Period
) | <

Human Ability

Here

1978 1982 1986 1990 1994 1998 2002 2006 2010 2014

ACIS Professional Center — www.acisonline.net

gﬂﬁ 8 : “Human Ability” vs. “IT Complexity”
“Mastering Complexity”
@ a J <
Tutliiuszvuamsaumeaazima lulagmsaumanasama Iy lagdaumestiniinu

v 9 2 ' =2 ~ o J . A
FuFaUNINTUANTUBAANIN (931N 8) ANNAWITATUMITANTUBINYYE (human ability) 110

= % % 9 . g’; A v da! A o 9y a
ASeuMeuNUANNFUFDUVBITTVVMTAUNA (IT complexity) HUITUHIIUG0E ) M 1N
F0991 130 “GAP” dawalminatTy lumsnruguuaz U3 nIs9ans (Control and Manage) 5311

A zg o 3‘1 Y a o 4 AdAa oy o & <3

asaumaiunvu I uszaze1d AU gUSMITIzAUgIURIeAns NIATemia iUy

[ 1 o . 1 [ I .
@ana1d 39 1dnene11i1 Framework, Standard 18 Best Practice @14 ] 131919213)34 CobiT, ITIL
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[ 1 a [ 4
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(Internal IT Process) (9317 9) #ailuaiunaisfuuaanninga vaienn1315y “IT Process™ WU
o =R = A P A
A2592MIIDINTZUIUMS TUMIAILAN W3 “IT Control” 11ld1e 1HlDInINYNATZLIUMT
o 1 < 1 a
(Process) 1iludnalinsaauny (Control) ws1zdusr luawnsoniuan 18 5 luawisovsms
ams 1@ (If you cannot control, you cannot manage it : 9AMIIED ITIL V3 CSI) M311 CobiT
g o < 1 o < A <
Framework 3119151 13135101 14913014 “Control Framework” vaiznn31i ITIL w1 1gniive 1ailu
~ a [ Y a a A
“Process Framework” (317 10) Tumsusmissamsssvuansaumalnnalssansam uay

szansnadannanuudlr luaoudu

Business

IT Process

+ Improves the quality

* Ability to absorb high rate
of change

« IT transparency and
accountability

+ Continuous improvement

IT Environment

gﬂﬁ 9 : Business, IT process and IT environment Relationship
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Enterprise Business Processes

Control
Control
SRt Control

Control

Control Control Control
Control

Control Frameworks: COSO—Control and risk mgmtfor corporate governance
COBIT"—IT Control Objectives
IT Process Frameworks: ITILBICMMi®—IT Best Practices

gﬂﬁ 10 : Process Framework and Control Framework

“Aligning IT with Business”
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“Regulatory Compliance”
3 A & s v A .
Lﬂu@ﬂﬂﬂluﬁ'lﬁ‘LN“UENﬂ@ﬂﬂﬁiuﬂ%ﬁ!ﬂuluﬂﬁ%'lﬂﬂ53&Lﬁﬂl@\1ﬂ13ﬁ53’ﬂﬁﬂ‘ﬂ (Audit) tagns
9
sziiiv (Assess) mé’ma%aaumﬂiu (Internal Auditor) uazé’mnaaumﬂuaﬂ (External Auditor)
o o A d? 1 1 A v A o Bld' « . 9 A
NIAUNVUUDYNABDIUBDN Tﬂﬂﬂ%ﬂﬂﬂﬂ']ﬂlﬁliﬂ\‘] Regulatory Compliance” §1439 1HDI1NNI1TDDN

v oo 1 { v o ] 1 4 Yo
nnMIneazng Tl ua1 q Nneeseenintinulfednaeiiios dnnsduilunnudesnisves
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J { @ ' [ l {
peAnINaoIMsenszaUnguIasgIulusgauaIng 19 ISO/EC 27001, ISO/IEC 20000 (931/9
A A o o g Y 1 s . X Y o o 1 W Y
11) ivera3udnenInLaz ANENBaing 111No3ANs 1ugn Globalization Tagngdeiianumig o 1u'ld
v o o A & 1 v o o o 4 o '
gnisAum Iz AN UM IR uagmisaudmsvesdns Taena 11wy ngrunegsnssy

adg a o A { v o~
maﬂimuﬂﬁ uazﬂg]wmamsﬂizmwmﬁmﬂmanwama%

ISO/IEC 20000

‘\
( Management System

Management Responsibility

Documentation Requirements

Competence, Awareness and Training

L J
- N\
Planning and ~—— Plan — Planning and
Implementing Act Do Implementing New
Service i
Monacament A Check / or Changed Services )

Service Delivery Processes

\

« Capacity Management
* Service Continuity &
Availability Management

- Service Level Management * Information Security Management

* Service Reporting

Release Process

- Release Management

« Configuration Management
« Change Management

Resolution Processes

- Incident Management
- Problem Management

« Budgeting & Accounting for
IT Services

Relationship Processes

- Business Relationship Mgmt
- Supplier Management

\

519 11 : ISO/IEC 20000

L'

“Security”

o < [ v - g
"f,ll’éJiJa 1ay @15 UNA (Data and Information) iluﬂuéfaﬁﬂmmmau (Confidentiality),

Y
ANUYNADA (Integrity) azAWN30u1F (Availability) 130 CIA TRIAD aerumsilesiunim
o 4 o w [ H
Yavassvestoyatazasaumavesennslinnudayed1anlugalsansaihnioya
. R - . . . v
HAZATAUMABE1NTIAG 50 M5USBNI YA “Pervasive Computing” Ty 1n1ad 1A
d' Y a

o I 4 1 4 o o 1 Aa
Yavanvsvesszuumsaumauilu Godlngnduimsvesesdnsdeslnanuding lildinana

1 a oA o Aa a J
nNIsgNy ‘Pﬁi’) “Impact” mmsﬂgummuazmsmmu‘giﬂwmamﬂs
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2

2 [ v A a ' 4
V3M1352AUGIRDY “SUAATOV” (accountability) TumsIiusmsasaumeungldluesansuaz

' 9
Y wa A o

nmldinaanuaoiiioway dessnunaauianan 7 Usemsvosasauma 13a1m CobiT

e

D)

Information Criteria lALA Effectiveness, Efficiency, Confidentiality, Integrity, Availability,

=\

. L .

Compliance 11ag Reliability 1o 1¥a1saumavesesansiluaisawme (Information) NLAUNIN

amwnsorh 1 lumsasdulavesduims vazih T 1Flumsduiiugsne, g3nssuais q veq
4 [] Aa A Aa A

paAn3 Inedlidsyaninazilszd@nina

v
v v K]

a o & ° [y a g d °

wnRupannuduilulumsimanuinfa “IT Governance” aniszgnaliluesnnsliagii

CobiT Framework 3 uilunseunanuaa uaz UFiRmunanuudna IT Governance 15138031 “IT
. o Y Aa ava A d = ) 4 Y o
Governance Implementation” il#Manalumal fiiAe3swesesnns deludagiunarwesans e
. . | o '
CobiT Version 4.1 11 1%1JU IT Governance Framework 11a21110na15910 ISACA 40 “IT Governance
< ° .

Implementation Guide; 2nd Edition” wutlunuamaelums Implement 182910N1TUT CobiT 4.1 uag IT
Governance Implementation Guide 1119 1uga9a1 2-3 Yk Hldne ISACA Aunugaunnsesves

[

CobiT 4.1 t1ae IT Governance Implementation Guide Aall

@munwé‘mmm CobiT 4.1 (CobiT 4.1 Weaknesses)

®  CobiT 4.1 f9paiTu Framework iy ﬂ@MLQWﬁzéﬂq IT Governance il us
dalunray ﬂ@}lﬁﬂ Enterprise Governance

®  CobiT 4.1 gnuaedNilu “Tool” V8IEMIVAABLYTD “IT Auditor” Wit G I
LAY CobiT gnaanuUuN1 L1 3MN99eALGIUATELENNITZLLRNIAUINA

2

nanAaugUURNN9FuansaunAtinNn 1

u

o

®  CobiT 4.1 §iaiil Framework N3 danysnllusniesteeisfiasand Framework
AuN1sznauln191 8 1691 113 Val IT Framework WAE Risk IT Framework

® CobiT 4.1 fagni 1 lFan Wesarnmuanlunismiaaudinlalusn

Framework L2
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'iﬂ‘i.lﬂ‘wé‘ﬂ\nlﬂﬁ IT Governance Implementation Guide 2nd Edition ( Qgﬂﬁ 12)

ERNANCE
TUTE

ND
EDPHON

II\I/I'PIL(@}‘I\%ENTATIOCI\]IE GUDE

USING CoBIT* AND VAL IT™

gﬂ‘ﬁ 12 : “IT Governance Implementation Guide 2nd Edition

'
[~

N9 Implement IT Governance £/ dhuuwaAnaunesluifli “Continual Improvement” N1

a k4 a ! dl o a 1 3 1% dl =< :/l 4 <3 { 1
naANEn AR AN aA TN N LA RS TUARLLEY Lﬂﬂﬂﬂﬂuﬁlﬂu@‘@ﬂ’mﬂuﬂ@‘]’]@ﬂ LL@SiN

'
= &

% o 1 dl a d@l o [<] v 3 1 dl . [<]

ARINIFR TN ﬂiﬂ@’] NHUINWNHNABNTIRT ST LRI I IGS: (Continual) 51}
NITUAIUNIIWAUIMLLIAIBIRY (Iterative Process) TWAN®IUE “Life Cycle” (A3UN 13) uaz “IT
Governance Implementation Guide 2" Edition” €19181411138n19994 Best Practice Tl 7 I C AT

ITIL Version 3 enfaagnaidu 5a4 “Change Enablement” a2 “Continual Improvement Life Cycle”

Implementing and Continually
Improving IT Governance

4 Whatngegs 1o be 00"
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51" 13 : “The New Life Cycle Model”

ANTAUNWIBIFINATY ISACA WAY IT Governance Institute A4NLUIAATLNNTEINLATE

CobiT 4.1 Tusluuy “Major Change” el CobiT wastuluiiiuasay ﬁ@NTﬂﬁx‘] “Enterprise

Governance” WAZHN999: 1229 Framework 6119 | iflunilainaninaazinissan val IT

Framework WAZ Risk IT Framework il CobiT 4.1 (9317 14) inemavnlandiiay

“Performance” LAY “Conformance” JWEINAN5701 Business Model for Information Security (BMIS)

Framework (mmzﬁ Weufiuaiiy S9liean Final Version) LAY A Professional Practices Framework

for IT Assurance (ITAF) 398#2¢1 kaz 181308 Framework 11331 “CobiT 5” aA1uuiananslssnau

Bnaesaiiulfiun ITAF uay IT Governance Implementation Guide M uHwluN91FuLlgalus G

i918Na17 IT Governance Implementation Guide 2™ Edition lan19Iagu Yiuigelusiuuuen

wraauiunazlieanun1ia1niivanudaludie ludf3andn “Implementing and Continually

Implementing IT Governance” (@lgﬂﬁ 15)

Figure 1—Positioning CoiT, Val IT and Risk IT

Business Objective—Trust and Value—Focus

Risk Py dentiy Risk
Management | and Opportunity

l IT-related

Events

IT Process
Management

IT-related Activity Focus

ﬁﬂﬁ 14 : Positioning CobiT, Val IT and Risk IT Framework

aa J

faslugaes aan. a1fud 56 Aszsudeumpien — iguiou 2553) Tasnayiand 01062553



16/26

—HSACA

Sk T Gownance Professon

IMPLEMENTING
AND CONTINUALLY
IMPROVING

IT GOVERNANCE

g‘ﬂﬁ 15 : “Implementing and Continually Implementing IT Governance”

LANANT “Implementing and Continually Implementing IT Governance” 15 Qﬂﬂ%‘/llﬂ‘g\ﬁﬂﬂ
WIWIAINAALAS ITIL V3 Continual Service Improvement (CSI) Nﬂﬂﬁ‘zﬂﬂ 51411419 Implement
IT Governance Iugﬂ WU “Life cycle Approach” Ia8I1iN41aNN13 CSI 6 Steps Model (@Jgﬂﬁ 16) {N
‘]J?Z?;lﬂ m“l:mﬂLﬁlufumum%ﬂﬁumﬂwﬁqﬁﬂ “What need to be done” (Step 4th) FEUIN “Where do
we want to be” LAY “How do we get there” 91N CSI 6 steps Model el CobiT 5 %Lﬁusluﬁl‘m

Information Security LAY Information Assurance gl

CSI Model

Business vision,
mission, goals and

What is the vision? X
at is the vision objectives

Baseline
Where are we now? assessments 1
T ' ' T
h 4
How do we keep Where do we want Measurable
the momentum going? to be? targets
‘ F'y j j
Service & process
How do we get there? ), improvement 1

Measurements &
Did we get there? metrics 1

5119 16 : CSI 6 Steps Model
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N3xLUNINYNUF LIRS 7 duseu Hadnanysaluazwianlunisinlil

UszgndldasAnsunaundsia (a3 17)

Figure 4—Components of the Life Cycle

e right eny;
& cate the g Virop, Moy
?“ﬂamme Managey, g

e Etlemg,,

gﬂﬁ 17 : “4 Components of the life cycle”

LANANT “Implementing and Continually Implementing IT Governance” sznauding 4

Components 1aun

1. Create the right environment
2. Programme Management 138 Project Management

3. Change Enablement

b

Continual Improvement Life Cycle

a o o A
JTEUACLAUAARINTELAUNNTNN 7 Iﬁ@lqﬁ;ﬂﬂ 18

=%
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4 What ngeds to be G0RE”

® Programme management @ Change enablement @ Continual improvement life cycle
(outer ring) (middle ring) (inner ring)

gﬂﬁ 18 : “Seven Phases of the Implementation Life Cycle”

Inside CobiT 5 Design

v 1
Uty lun1908nuLL CobiT 5 Wltu1ann ISACA Initiative 1381091 “TGF” elaunann

“Taking Governance Forward” @4612 CobiT 5 83mnszasdlunisimunat) 7 dalsun

1. AHABINI9IUN"9990 Framework 5119 ) 16U Val IT, Risk IT, BMIS uaz ITAF i
% o o [ o dl a dl 1) ¥ Aa 1 o
foanuluansouziilis Framework ELVQ_,ILWEI\?MNQL@HQ L‘W@imlﬂmﬁﬂ')’]ﬂﬂ\‘iﬁnﬂ@ﬂ@u
1Tun131%911% Framework 5119 i
4 v [ ¥ o o 6 1 a o 1o Y

2. FRINIT IUANNITLAL LA ANIIFING ] mmmﬁmm@ﬂmm@u

3. fiewd1alunis “Migrate” N CobiT 4.1
[ = = py (% 26 ¥ < | .

4. ﬁ]@\?ﬂﬁ”]ﬁlﬂtmﬁlﬂLW@ﬂWﬁ‘ﬂu‘Vf’W“ﬂ@ﬂQiﬁﬂqﬂﬂuﬂﬁqlu CobiT 4.1

5. FigAIaU AN (59 Enterprise Architecture (EA) (7849 Decision Making BN People
Skill (389 Organization Structure (589 Charge Enablement LAY (589 Sustainability

6. fawinlidaauluGEeaag “Governance Process” LAZ “Management Process”

7. fasdrelunig “nieaudinla” “n1sunun 1danuy © 2enARa9nU “Standard” WAL “Best

Practice”
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\Huitaauuadt n15U5uilganszuaunis “IT Governance” duinavinl
mwswmmmsﬂ%’uﬂ‘ga NTeUIUNIT “Enterprise Governance” ATLUALE LAZ N1ITN
Frameworks, Standards AARAA1 “Best Practices” #14 i N Lfdn @xiﬁmaﬁﬁimﬁ@qﬂﬁﬁm “Adapt”

WAz “Adopt” aEiNgNFa

CobiT 5 Framework 1334 3einldilu “Enterprise Governance of IT Framework” TneItin
wuIAA “TGF” (g7 19) 1l lunnsaanuuuiuasWmun Tng CobiT 4.1 AxgnNeanuULNIAKN
WWIAA “Process Model” waztvatl3uilgaluanuaed “Information Requirement” Tngei 14 Taina
= 1 . » dl [ dl ¥ dl a o o
178IN31 “Information Reference Model (IRM)” 4 IR AaNHUERINTLTUNFIRANIFAL
“Information” Tneianiz (A3U7 20) Inel “Information” %178 “A1TAUNA” ATDLAINAINTININ

= E4 13 9 =3 s -4 d! 13 . 2
“Data” 1179 U84 A WA “Knowledge” 178 BNAAIINY DN “Information @:Qﬂmﬂugmﬂq
Information Criteria, Information Stakeholder, Information Purpose, Information Type, Information

v
Attribute A19°) AABAUNI9T Information 1114 3198 “Information Use” GanlAdnasuvi

a a

Information Life Cycle AeINBFaN9N “CRUD” (Create, Read, Update tas Delete)

Figure 2—Taking Governance Forward
Objectives — Why do actors do what they do?

They have a need for value creation whilst keeping risk within|
acceptable levels and by managing resources responsibly.

Objectives &
Process Hlodel |, 2o el
Behavioural &

Enablers — How do actors achieve the expected outcomes? Shlls Model

A number of enablers and resources are required to achieve Gl =i e ez i i

the objectives. /1 l\\ enterprise?
:xﬁ;mﬂz::e ractices. \J L/ Actors can be involved at many levels; it can be at
'?m,um ind.',se ication: ion, people, the enterprise level itself, at the business unit or
' ! : Information department level, at the function level, project
technology. formatior =T
A number of functional criteria will apply to enablers and Model -
e.g. effectiveness, effici security, quality, etc.

Roles, Activities and Relationships — Who is involved? What do they do? How do they interact?

Owners and
Stakeholders

Accountability Delegaton | Governing Body | Manitoring Direction Setiing Management

gﬂﬁ 19 : “Taking Governance Forward” (TGF)
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Figure 3—COBIT 5 Information Reference Madel

Privacy
e et Confici@ntiality
Ao -
Sacurity ——  Availability

Information
Criteria

[ Business Process

" Qaality — Consistancy
Knowledge —Inw orqgnmow nal I Glarity
= Gompleteness

f———  Timeliness
= Application

——  Accuracy

. Actian (CRUD} F——=  Relevance

Type SeLree/Rauting!
Destination L= Reliabiity
—]
Qwner Storags
Paper, lectronic, buman,
Custodian Stal;::l:mr

Acoess Rights

v

'

Sender

Receiver f—= Access Channel
[ Cost
Aighmeni  a——
[—= Codedanguage
Execution -
— - Life Span
anl -
- Contest

Diracticn Seting <

[+
Delogation = | 4’@‘ UTERSY Past, Curent, Fulure

Accountability -« |

!

]

Type
Monitering Goal, Status, Trands
Compliance end «——]
Performance L Nalure

Finarcial, Non-financial
Note: Create. read. update and delete is the acronym CRUD 1n the figure.

g‘ﬂﬁ 20 : “Information Reference Model (IRM)”

NANTRINNNFIWNLITBINUNNFUN CobiT 5.0 iflEHuaznI19TUNIT CobiT 4.1
14 Internal Stakeholder WA% External Stakeholder ¥ liASAUARNK LE lUNNINNINAUNGN
LA

annilnenssnaes CobiT 5 gnaanuuulimunzaniy Stakeholder Nunnsingiu lugilaas

CobiT 5 Family of Products 1114 CobiT 5 for Risk, CobiT 5 for Value 1138 CobiT 5 for Security Lae

CobiT 5 for Compliance (@lgﬂﬁ 22)
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Figure 5—COBIT 5 Product Architecture

COBIT 5 Family of Products

317 22: “CobiT 5 Product Architecture”

14 CobiT 5 {nnslfutlgaludanang “Process Model” IngrlfiaanAiadriunnsgiu 1SO
38500:2008 “Corporate Governance of Information Technology” (@]gﬂﬁ 22) Ineitipuan 3
nazuaung 1w 1szidiu (Evaluate) nAU (Direct) Uazlin3zdd (Monitor) Tensaungulu 3 a9

AB “Risk Governance”, “Value Governance” LAY “Resource Governance” ( Qgﬂﬁ 23)

Figure 6—COBIT S Process Model

Governance of Enterprise IT

Risk Governance Value Governance Resource Governance

Evaluate Risk, Value and Resource

Monitor Risk, Value and Resource

g‘ﬂﬁ 23 : “Mapping process model with ISO/IEC 38500~

S A
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Tredinns1Fuilgeann CobiT 4.1 Fatlsenaudiae 4 T 1Hun “Plan and Organize”,
“Acquire and Implement”, “Deliver and Support” LLAZ “Monitor and Evaluate” nilu “Align, Plan
and Organize”, “Build, Acquire & Implement”, “Deliver and Support” LWLAZ “Monitor & Assess” (@Ig‘ﬂ

a2

1 24) An9i9l1 CobiT 5 §l48N19%11 Standard LAY Best Practice N1 I81984N31 60 LUad ainsiaaeing

W ITIL V3, ISO 27000 Series, ISO 20000, ISO 38500:2008, TOGAF V9 Waz ISO 9000:2008

Mainly IT Responsibility Mainly Business Responsibility

Define Manage IT Manage
I
4 ACaie 8 Acquire and Define Acceptance Build
Build, Acquire & Implement Manage Requirements & Eoatle Mo &Transion | Business
Implement Solutions Bejec dentity Solutions Chwoos i of Change Capabilty

Manage and
Manage Manage Manage 3rd Manage Service a"m Manage Operate Business
Infrastructure Operations Party Services. Desk & Incidents Problems Process
Continuity
(controls?)
Monitor Monitor Monitor (Risk & ) Provide
Performance Compliance Controls Assurance

gﬂﬁ 24 : CobiT 5 New Design

a ¥y o KR KR o 4

A9 CobiT 5 1N 1B namT Hoemiliiadansssresadnadon mzasdioaufanis
Atuutas ise “Change” i1 Smusam (Culture) uaz W AN334 (Behavior) 109AW1109ANS
athaan@eclily Tne 1SACA AN edatiyunvg ludesiadlEinnisysuunanialums
Implement IT Governance 1l Life Cycle ANNUANNIT CSI 6 Steps Model A1 ITIL V3 i

WUINNY 7 Steps Aannanauudaluneufiv

S A
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RESOURCE
MANAGEMENT

M Primary Secondary

g‘ﬂﬁ 25 : “IT Governance Focus Areas”
AANTTUAINUUIARA “IT Governance” HuaInsautialailu 5 nqu (agd¥ 25) laun

1. Strategic Alignment

NI maﬁﬂﬁﬂ@qwﬁ‘mqﬁqum@ﬁqmﬂ‘iuiaﬁmmummuﬂﬂumﬁmifu
“annARee” 17e “Align” T uiAnamaaiunagniresesdns Inaunuulunfiuansaumanas
anpdestuuLLulLTe9esAns elinesniiummednuasaumasenadesiudimuns

18989ANT AzAHA IRIANTANNNI0 N TNENTFN ] 1aaginalss@Ansnn

2. Value Delivery 1158 Value Creation

PR N9tnmaTulaga12aumn AN 1 luasAnsfasna s lansg AN NAaIN1INI9A1Y

'
1 = o

a 'S Y o P » 9N v 6 ¥
genavesasAns Widaauluyunesan “audua” Narunniuslilae sz unasannag

y aA

AADAAY H1I31N99vALIgIIIANTUATgNANTRAdwNEadeiun sl inaTulagansauinmine

vinlinnsliitannsvesesAnsma wu Wisnislfigaaw, nliignAnfinaaiuianalaninauan
A '3 o y A P 3 <, o IS A

nsnesAnstinszuuansaumenn i Fanlidn <wiulselomd” antnatulatiansaumnaunld

atedmau Higlssan naanauaglunatuazsudszanmuinniualianios (9717 26)
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Define strategy.

Create value. Preserve value.

Good things Bad things not
happening happening

Exploit Resolve
opportunities. problems.

Continuous
improvement

Measure results.

gﬂﬁ 26 : Two Views of Control

3. Risk Management #1528 Value Preservation

U0UEH “Value Delivery” sja1iul1Ain19a519A04A" (Value Creation) usid1131 Risk

A a dl :/I 1 2 dl o 1 A

Management %38 NM313119ANNIALNIY fauiiulinnszununisineAeAnLise (Value
Preservation) tA8INN9L31N3ANNIAENA9TINNTZLAUNNINNTEN LN IFABIHEIATNUANN1THNY
NILBUITAMALMULAINA LA NN9UTZIRY (Assess) NN9ATIZY (Analysis) WAZNIT
Findula(Treatment) INazaianfuANNLEALS e Iaenfuanudesluaneuzls (Risk
Reduction, Risk Retention, Risk Avoidance 198 Risk Transfer) 1A8I81989a1N Risk Acceptance
Criteria (ISO 27005:2008)

Trannsiismnsdann s Ndean AU LT 99w AL 1HEL3 was meemiin (Risk

44 - ¥ Yo . . 44 ooy

Aware) TUHANIZNLAINANNLEAETBNANATY ez IHNN1AMRATTALANNLE e e an U LA
“Risk Appetite” 1178 Risk Acceptance Level” ta1in i1 unsdszifiumiudasdantinnlunig

Y s

o o Azll o ' d” (<1 a /% Y a o Azll a
ﬂqﬁuﬂﬁ‘zﬂﬂﬂ’ﬂllL@ﬂﬂﬁﬂﬂﬂ’]’]u@&ﬂulﬂﬂﬂL@Hiﬂiﬁu’ﬂﬂ‘ﬂ’]ﬂ “RUTNTTCALGEY” NABNTUNATAL

a

TuBedl e lfiaanadaeiLUWINTG IT Governance LAZLWIAR Governance, Risk Management

and Compliance (GRC)

aa J

faslugaes aan. a1fud 56 Aszsudeumpien — iguiou 2553) Tasnayiand 01062553



25/26

u . Yo 0o a 4 da A :

iWasannistihansauman i linaRNNAEanEendn “IT Risk” Tedanalaansgse
NNIANHRIUAaIB9ANT 1N 1HHMA “Business Risk” 1178A2NIALS WTI5TA10999ANT AINNI9
imealulagansaumeannldecnqlilaonsds uazluianune Fanlsidn “IT Risk Aine “Business

IR R,
Risk” A ] W0’

4. Performance Management

N9 AU L ANBNINULALUTLANBHA URINTZUAUNITANUNTLINNIAANTINATUIAS
AngdumAtl Naaflulseifuiauninianananeasinannniialanluanisil Se91ad “IT KPI”

“IT Metric” AABAAU “IT Performance Management” FiN4 ] Aaalum g‘ﬂﬁﬁéﬂ?ﬁﬂﬁtuu
arsaunAfiesiinn i lunistsziunisfiRenuresdhamalulagaisauma Aaiasay
o @ dl Y a 1 o { d”v y oA . a dl Y o
"WL‘]J‘LW]ﬂﬂ‘i.lﬁ“l)l’]??:ﬁ‘]_l‘]_l@’]?@umﬂ[ﬁl‘ﬂ\‘]ﬂ’]‘ﬁuﬂ “ANTIRN” UTB “Metric” ‘Lun%‘ﬂ@:mumimumi
H@N?ﬂiﬂﬂélﬁﬂqgﬂ@\i 1198 Stakeholder 79BN mlugﬂmm Performance Scorecard, Dashboard 199

Benchmarking

a

ANNANATYTBNTTTA 1138 “Measurement” 1 danasiernugnunsalunsBmnsdnnis
1138 “Manage” AIANG ﬁ')‘ﬁl’)"] “If you cannot measure it, you cannot manage it” @Tufumﬁ ]
UssAvisnauazdndszavsnniAadiunszusunsiiiaaugn ”@@ﬂﬂqmﬂﬂ%q%gﬂmm%w@ﬂ
1316 Emeaa@auann Certification Body (CB) 3AITNIAIAADLENANTANNNIATFIU ISO/IEC
27001 axiiuieani2dnilazansug (Effectiveness) 189N72LIUNITATUNITLINITIANITAINN
dasaizatsauna nafindnsdJuRniunszuaunismiuman 1ISMs udaus linnsdsuidunaf

1291 falunaRINUANN17849 ISO/IEC 27001

5. Resource Management
UNNEDN NITLFUNIIANTNINENTFN 7] 119 4 ngnlAun
1. YAaNT (People)
v ﬁgl
2. IA398 319N UF WU (Infrastructure)
3. Tdsunsnilszensl (Application)

4. 4194UNA (Information)
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iunnstminansunldesnallsc&nEnn iieanaiuANEiasnIsLasANAINITAIYU
Tnein1913MIMINENNTYAAA 1199 “Human Resource Management” WiIluizesdAnyiney

4 o o Ao o 4 2y = > 3y =
yaanstaifuninensndAyngnaedesinsasiasinisinausuliinonssnaanauiinig
o ¥ 2 @ “ d‘ a ;e
Wy Aans iANGANaNsaTl “Knowledge Worker” NaN13nLfjRmANe 7 704

3 b % b4 dl o % o b % a

asdnslfmuilunnennimusBluwunagninisdiuansaumanaziaunagnsgana

c o
NNFINTBIBIANT IUNGA

Uﬂﬂg‘ﬂ‘ﬂ'ﬂdﬂﬁiﬁﬁ CobiT Framework Wag IT Governance Implementation Guide N1
1%'ﬁuﬂ§ﬂ AN 1A91 9 CobiT WAE IT Governance Implementation Guide wulsll
“Solution” WALLIY “Method” AIAINAIIUDY “Luc Kordel” 191 “It’s a method, not the

. o & o L4 o « « a ¥ Y e
solution!” AYUUBIANTHARIUT Framework N1 “Adopt” LLAL “Adapt” Usulaannu

Corporate Culture, Style LLag People Skill
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